Ll ad) o) dapal] Lpeil] 4y sgan]
République Algérienne Démocratique et Populaire
alel! il el il 51
Ministére de I’Enseignement Supérieur et de la Recherche Scientifique
oubialy diun — 1945 sla 08 - AY) a3 Llal) Ao jaall
Ecole Supérieure en Informatique
-08 Mai 1945- Sidi Bel Abbes

. ure er
oxie '/,

& ESli ™.

S Sidi-Bel-Abbés
W S,

AN Al B Ladad) A jaadi
= Llerdy (g S

MEMOIRE

En Vue de I'obtention du diplome de Master
Filiere : Informatique

Spécialité : Ingénierie des Systémes Informatiques (ISI)

Theme

Cognitive Digital Twins

for loT Resilience and Prevention

Présenté par :

e Mme SMATI Meriem

Soutenu le : 04/07/2023 Devant le jury composé de :
- M. BENSENANE Hamdane Président

- M. RAHMOUN Abdellatif Encadrant

- M. LAVAL Jannik Encadrant

- M. NIANG Boubou-Thiam Co-Encadrant

- M. KHALDI Miloud Examinateur

Année Universitaire : 2022 / 2023



Acknowledgments

First and foremost, I begin by expressing my deepest gratitude and thanks to
ALLAH for granting me the opportunities, guidance, good health and strength to
accomplish this work and achieve this valuable success.

I would also like to extend my heartfelt appreciation to my most important people,
the ones that gave me life: my parents, Abdelmadjid Smati and Samira Seddiki, for
their endless love, encouragement, and support. Their belief in my abilities and
their sacrifices have been the driving force behind my accomplishments. I am
profoundly grateful for their guidance and presence in my life.

To my sisters, Wissem and Sara, and my brother Mohamed, I am indebted for
their constant support and understanding. Their presence and encouragement have
been a source of strength and motivation throughout my internship journey.

To my grandmothers, that have been cheering me up all along.

To my aunt Amel Hammouche, I am grateful for your presence and constant
support throughout both favorable and challenging moments. Your continuous
encouragement and guidance have been truly appreciated.

I would also like to express my heartfelt gratitude to my childhood friend, Ines, my
friends Sarah, Abir and Ahmed, thank you for your contribution in this project,
Your assistance in both technical and emotional aspects, thank you for your
friendship, laughter, and support, it has been a constant source of strength and joy.
Special gratitude is also extended to my supervisors, Abdellatif Rahmoun, Jannik
Laval and Boubou Thiam Niang, for their valuable guidance, expertise, and
mentorship. Their support and dedication have been instrumental in shaping my
work and expanding my knowledge.

To all the ESI SBA family, to all these individuals, I extend my sincerest thanks.

“Cognitive Digital Twins for IoT Resilience and Prevention” Master’s Thesis



Your belief in me, your unwavering support, and the love and encouragement you
have shown have been crucial in my personal and professional growth. I am deeply
grateful for the impact you have had on my life and for being part of this important

chapter.

“Cognitive Digital Twins for IoT Resilience and Prevention” Master’s Thesis



Dedication

I dedicate this humble work to my dear parents, you are the individuals who
instilled in me the values of life and insured I had everything I needed and

showered me with love, affection and joy.

In the memory of my grand fathers, papi and jeddou Lkhloufi who taught us the

importance of never giving up and persevering in our endeavors.

To my lovely grandmothers, mami and mamara whose unwavering efforts are

aimed at our happiness.

To my brother and sisters, Wissem, Sara and Mohamed who have consistently

provided their support.

To my aunt Tatina who accompanied me during my whole journey and contributed

in this accomplishment.

May they find here all my affection and love.

“Cognitive Digital Twins for IoT Resilience and Prevention” Master’s Thesis



Abstract

The concept of Digital Twins (DTs) has been evolving to include cognitive ca-

pabilities, leading to the emergence of Cognitive Digital Twins (CDTs).

CDTs are digital representations of physical systems that are augmented with
cognitive capabilities to execute autonomous activities. They comprise a set of se-
mantically interlinked digital models related to linking and retrieving heterogeneous
data, as well as descriptive and simulation models. The CDT concept enhances
the cognition capabilities of DTs with semantic technologies, enabling them to be
more intelligent, comprehensive, and provide full lifecycle representation of complex

systems.

This paper explores the potential of CDTs in enhancing perturbation resilience
and maintenance. a super-Digital twin is realized that not only replicates the sys-
tem’s actions, but generates perturbations and anomalies to maintain and empower

the system’s security.

Keywords: Digital Twins; Cognitive Digital Twins ; Internet of Things; Re-

silience; Artificial Intelligence; Machine Learning; Deep Learning
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Résumé

Le concept de Digital Twins (DTs) a évolué pour inclure des capacités cognitives,
ce qui a conduit a I’émergence des Cognitive Digital Twins (CDTs). Les CDTs sont
des représentations numériques de systémes physiques qui sont enrichies de capacités
cognitives pour exécuter des activités autonomes. Ils comprennent un ensemble de
modéles numériques sémantiquement interconnectés liés a la liaison et a la récupéra-
tion de données hétérogeénes, ainsi que des modeéles descriptifs et de simulation. Le
concept de CDT améliore les capacités cognitives des DTs grace aux technologies
sémantiques, leur permettant d’étre plus intelligents, exhaustifs et de fournir une

représentation du cycle de vie complet des systémes complexes.

Ce document explore le potentiel des CDTs dans I'amélioration de la résilience
aux perturbations et de la maintenance. Un super-digital twin est réalisé, qui non
seulement reproduit les actions du systéme, mais génére des perturbations et des
anomalies pour maintenir et renforcer la sécurité du systéme. Le mémoire de mas-
ter examine les possibilités offertes par les CDTs pour améliorer la résilience aux
perturbations et la maintenance des systémes complexes. Il propose également un
cadre de recherche pour déterminer quand et comment un digital twin doit étre en-
richi de capacités cognitives. L’utilisation des CDTs dans les systémes de fabrication

est également explorée.
Mots Clés: Jumeaux numériques ; Jumeaux numériques cognitifs ; Internet des

objets ; Résilience ; Intelligence artificielle ; Apprentissage automatique ; Appren-

tissage profond
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List of Acronyms and Abbreviations

DT Digital Twin

IDMU Integral Digital Mock-Up

NASA National Aeronautics and Space Administration
IoT Internet of Things

GE General Electric

QoS Quality of Service

AT Artificial Intelligence

ML Machine Learning

ITU International Telecommunication Union
NGN Next-Generation Networks

RFID Radio-Frequency IDentification

BLE Bluetooth Low Energy

PLM Product Life-cycle Management

DTP Digital Twin Prototype



DTI Digital Twin Instance

PT Physical Twin

CMDMs Coordinate Measuring Machine

VVA Verification, Validation and Accreditation

BD Big Data

DL Deep Learning

CPSs Cyber-Physical Systems

IT Information Technology

MAPE-K Monitor-Analyze-Plan-Execute over a shared Knowledge

KPIs Key Performance Indicators

CDT Cognitive Digital Twin

UT User Interface

MES Manufacturing Execution System

ERP Entreprise Resource Planning

WMS Warehouse Management System

API Application Programming Interface

NN Neural Network

KNN K-Nearest Neighbour

SVM Support vector machine

PCA Principal Component Analysis



SVD Singular Value Decomposition

HMM Hidden Markov model

MLPs Multilayer Perceptrons

CNNs Convolutional Neural Networks

CNN Convolutional Neural Network

RNNs Recurrent Neural Networks

LSTM Long Short-Term Memory

CSDT Cognitive Super-Digital Twin
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