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Abstract

Mobile apps are indispensable in our daily routines, serving as portals to information, communica-

tion, entertainment, and myriad other services. However, as many of these apps amass a wealth of

our sensitive data, encompassing personal, financial, and social media details, they’ve evolved into

prime targets for hackers. This surge in cyber threats has escalated mobile vulnerabilities notably.

In this study, we delve into the primary security threats pertaining to mobile applications, espe-

cially Android apps developed using Flutter. While we explore solutions already provided by the

community, we critically analyze their limitations. Furthermore, this work offers a set of remedies

for prevalent mobile app vulnerabilities, shedding light on how we’ve enhanced existing solutions.
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Vulnerabilities.
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