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Abstract

This thesis explores how artificial intelligence (AI) can boost cybersecu-
rity, specifically through next-generation firewalls (NGFWs) and intrusion
detection systems (IDS). As cyber threats become more complex, tra-
ditional security methods struggle to keep up, highlighting the need for
smarter, Al-driven solutions. The research covers the basics of cyber-
security, different types of vulnerabilities and attacks, and how machine
learning and deep learning can help detect and counter these threats. By

reviewing the latest advancements in NGFWs and IDS, including Al-
enhanced firewalls and anomaly detection, this study sheds light on how
these technologies can improve network security. The importance of ex-
plainable AI (XAI) is also discussed, ensuring that these advanced systems
remain transparent and trustworthy. The findings suggest that Al has the
potential to make network security more adaptable and robust against new
and evolving cyber threats.
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